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ABSTRACT
In this paper, we discuss innovations by the Archivematica
project as a response to the experiences of early implementers
and informed by the greater archival, library, digital humanities
and digital forensics communities. The Archivematica system is
an implementation of the ISO-OAIS functional model and is
designed to maintain standards-based, long-term access to
collections of digital objects. Early deployments have revealed
some limitations of the ISO-OAIS model in the areas of
appraisal, arrangement, description, and preservation planning.
The Archivematica project has added requirements intended to
fill those gaps to its development roadmap for its micro-services
architecture and web-based dashboard. Research and
development is focused on managing indexed backlogs of
transferred digital acquisitions, creating a SIP from a transfer or
set of transfers, developing strategies for preserving email, and
receiving updates about new normalization paths via a format
policy registry (FPR).
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1.

INTRODUCTION

The ISO 14721-OAIS Reference Model [1] gave the archives
community a common language for digital archives architectures.
One such architecture is the Archivematica suite of tools which

was based on an extensive requirements analysis of the OAIS
functional model [2]. The Archivematica project is nearing its
first beta release. Project partners and independent implementers
have been testing alpha releases using real-world records. These
activities have identified some OAIS requirement gaps for digital
archives systems.
The project has found that, while it serves as an excellent
foundation and framework for long-term preservation strategies,
the OAIS model proves inadequate to address some functions
unique to archives. In particular for the areas of appraisal,
arrangement, description, and preservation planning there were
clear gaps between the model and the way that archivists actually
process records. The Archivematica project has added
requirements to its development roadmap to fill those gaps in its
micro-services architecture and web-based dashboard. Other
research and development is focused on managing a backlog of
indexed digital acquisitions, creating a Submission Information
Package (SIP) from a transfer or set of transfers, developing
strategies for preserving email, and receiving updates about new
normalization paths via a format policy registry (FPR).

2.
ABOUT THE ARCHIVEMATICA
PROJECT
The Archivematica system uses a micro-services design pattern
to provide an integrated suite of free and open-source software
tools that allows users to process digital objects from ingest to
access in compliance with the ISO-OAIS functional model [3]. It
allows archivists and librarians to process digital transfers
(accessioned digital objects), arrange them into Submission
Information Packages (SIPs), apply media-type preservation
plans and create high-quality, repository-independent Archival
Information Packages (AIPs). Archivematica is designed to
upload Dissemination Information Packages (DIPs) containing
descriptive metadata and web-ready access copies to external
access systems such as DSpace, CONTENTdm and ICA-AtoM.
Users monitor and control the micro-services via a web-based
dashboard.
A thorough use case and process analysis identified workflow
requirements to comply with the OAIS functional model.
Through deployment experiences and user feedback, the project
has expanded beyond OAIS requirements to address analysis and
arrangement of transfers into SIPs and allow for archival
appraisal at multiple decision points. The Archivematica micro-

services implement these requirements as granular system tasks
which are provided by a combination of Python scripts and one or
more of the free, open-source software tools bundled in the
Archivematica system.
Archivematica uses METS, PREMIS, Dublin Core and other
recognized metadata standards. The primary preservation
strategy is to normalize files to preservation and access formats
upon ingest when necessary (for example, when the file is in a
format that is proprietary and/or is at risk of obsolescence). The
media type preservation and access plans it applies during
normalization are based on format policies derived from an
analysis of the significant characteristics of file formats [4]. The
choice of access formats is based on the ubiquity of viewers for
the file format as well as the quality of conversion and
compression. Archivematica's preservation formats are all open
standards [5]. Additionally, the choice of preservation and access
formats is based on community best practices and availability of
open-source normalization tools.
Archivematica maintains the original files to support future
migration and emulation strategies. However, its primary
preservation strategy is to normalize files to preservation and
access formats upon ingest. The default normalization format
policies can be edited and disabled.
All of the software, documentation and development
infrastructure are available free of charge and released under
AGPL3 and Creative Commons licenses to give users the
freedom to study, adapt and re-distribute these resources as best
suits them. Archivematica development is led by Artefactual
Systems, a Vancouver based technical service provider that
works with archives and libraries to implement its open-source
solutions as part of comprehensive digital preservation strategies.
All funding for Archivematica development comes from clients
that contract Artefactual's team of professional archivists and
software developers to assist with installation, integration,
training and feature enhancements. The majority of
Archivematica users take advantage of its free and open-source
license without additional contracting services.

3.
ACQUISITION AND BACKLOG
MANAGEMENT
Early implementers of the Archivematica suite of tools have
consistently struggled with the mechanics of acquiring digital
materials. Analogue records are delivered to the repository or are
picked up from the donor's storage location, but digital
acquisition can be more varied. Digital materials can arrive via
digital transfer over a network such as email, FTP or shared
directories. The archives may have to send an archivist to acquire
the digital materials onsite, and even then, there are several
options for acquisition including pickup, copying, or imaging.
Depending on the type of acquisition, should the archivist
photograph the condition of the materials in their original
location? What steps must be taken to ensure that the digital
objects copied or imaged retain their integrity during transfer to
the archives? Finally, when digital materials are donated to the
archives onsite, how do processes differ from pickup and digital
network transfer?
Archivists who deal primarily with analogue materials are well
accustomed to the need to maintain a backlog. Acquisitions
regularly occur for which there are limited or no resources to
process them immediately. For this reason, it is imperative that

the archives achieve a minimum level of control over the
material so that it can be tracked, managed, prioritized and, if
necessary, subjected to emergency preservation actions.
Archivematica runs through a set of transfer actions in the
dashboard to establish initial control of the transfer. It verifies
that the transfer is properly structured or structures it if
necessary. Then, it assigns a unique universal identifier (UUID)
for the transfer as a whole and both a UUID and a sha-256
checksum to each file in its /objects directory. Next,
Archivematica generates a METS.xml document that captures
the original order of the transfer and that will be included in any
SIP(s) generated from this transfer. Any packaged files are
unzipped or otherwise extracted, filenames are sanitized to
remove any prohibited characters, and file formats are identified
and validated. Finally, technical metadata is extracted from the
files and the entire transfer content and metadata is indexed. At
this point in the process, the transfer is ready to be sent to a
backlog storage location that should be maintained in much the
same way as the archival storage. The transfer is ready for future
processing. These features will be added and evaluated in
forthcoming releases of the Archivematica software.

4.
ARRANGEMENT AND
DESCRIPTION
Once an archives is ready to process one or more digital
acquisitions, the next challenge comes from making a SIP from
disparate parts of an acquisition. For example, in a situation in
which an acquisition arrives on multiple digital media, the
archives may have accessioned transfers from each media type
and/or broken a very large hard drive into two or more transfers.
Presumably, archivists will want their SIPs to be formed so that
the resultant AIPs and DIPs conform to some level of their
archival description, so SIP content could derive from one or
more transfers or parts of transfers.
Arrangement and description do not neatly occur at one specific
point during processing. Archivists arrange and describe
analogue records intermittently. Arrangement is based upon the
structure of the creator’s recordkeeping system, inherent
relationships that reveal themselves during processing and
compensations made to simplify managing records and/or
providing access. Archivists document their arrangement
decisions and add this information, along with additional
descriptive information gathered about the records during
processing, to the archival description. Further, documentation of
arrangement decisions and actions supports respect des fonds by
preserving information about original order. Digital records must
be arranged and described in order to effectively manage and
provide access to them. Analogue functionality is very difficult to
mimic in a digital preservation system such as Archivematica,
because any interaction that allows for analysis of the records can
result in changing original order and metadata associated with
the records.
The OAIS model assumes that a digital archives system receives
a fully formed SIP. However, this is often not the case in
practice. Early Archivematica implementers were often manually
compiling SIPs from transfers in the Thunar file browser
bundled with the system. After transfer micro-services are
completed successfully, Archivematica allows transfers to be
arranged into one or more SIPs or for one SIP to be created from
multiple transfers. The user can also re-organize and delete
objects within the SIP(s). The original order of the transfer is
maintained as its own structMap section in the transfer METS

improve the tools to create SIPs as discussed in the Arrangement
and Description section of this paper.
Selection for Preservation results in forming an Archival
Information Package (AIP). A SIP is subjected to several microservices, displayed in the Ingest tab, before the archivist has an
opportunity to review the resulting AIP. Micro-services include
verifying SIP compliance, renaming SIP with a SIP UUID,
sanitizing file, directory and SIP name(s), checking integrity,
copying metadata and logs from the transfer, and normalization.
Once normalization and all other processing micro-services have
run, the archivist can review the AIP contents and metadata in
another browser window or download it to review using the file
browser. At that point, they can either reject or accept the AIP
and upload it into designated archival storage.
At every stage of appraisal, archivists may choose to destroy or
deselect a record or set of records. Archivematica keeps logs of
these changes by adding a text file listing excluded records to the
logs directory in the transfer or SIP. This may even allow for
richer and more transparent descriptive information about
archival processing than is accomplished in analogue archives. It
is important to note that the aforementioned steps are optional
choices for the user. If the user has limited time or knows a great
deal about the contents of a SIP, for instance, if the SIP is made
up of described digitized videos, Archivematica can be
configured to allow for automatic ingest.
In forthcoming releases, these appraisal processes will be
incrementally moved to a web browser interface in the
dashboard. Elastic Search indexing of the transfer and the AIP
should also contribute to a richer, more informed selection
process. Other development may include an automated process
for “flagging” transfer content that may require further appraisal
review based on a predefined set of indexing results.

6. PRESERVING AND PROVIDING
ACCESS TO EMAIL
Several Archivematica project partners targeted email
preservation as a priority in their digital archives planning. One
pilot project involved acquiring a snapshot of the email account
of a former university president. The account had been active for
10 years and no other email from the account had been sent to
the university archives in electronic form in the past.
The university was using Zimbra Network Edition to send and
receive email [13]. The Zimbra administrator's manual does not
include information on how to export email from Zimbra for use
in other email programs.[14] However, the university's IT
department backs up the email accounts using a default directory
structure specific to Zimbra, and was willing to deliver email to
the Archives in the form of these backups. However, these
backups are in a format which is intended to be used to restore
email to Zimbra accounts, not to migrate the accounts' contents
into other systems. Furthermore, documentation of its structure is
somewhat limited. After analyzing the Zimbra backup and
conducting research on email preservation standards and
practices, the project team reached the conclusion that Zimbra
email accounts need to be converted to a standard, welldocumented, widely-used format that can be opened in a variety
of open-source email programs or other tools such as web
browsers.
Two formats which were explored as part of this project were
Maildir and mbox [15]. Maildir is a text-based format which

stores each folder in an email account as a separate directory
(inbox, sent items, subfolders etc) and each email as an
individual text or .eml file [16]; attachments are included in the
text files as base64 encoded ascii text. Mbox is a single large
text file with attachments included as base64 content; each folder
in an account is saved as a separate mbox file. Both formats can
be imported into and rendered by numerous email programs,
proprietary and open-source, and both can be converted into
other formats using open-source tools and scripts. Although
Maildir and mbox can be rendered in a variety of email
programs, mbox has more potential as an access format because
it is easier to develop tools to render it that are not necessarily
email programs. For example, a program called Muse, developed
by Stanford University [17], is designed to render mbox files
using only a web browser. In addition, mbox is the source format
for import into tools like the CERP email parser, which was
developed by the Rockefeller Archive Center and the
Smithsonian Institution Archives to convert email messages to
hierarchically arranged XML files [18]. In essence, mbox is
emerging as a de facto standard for which the digital curation
community is beginning to build tools for rendering and
manipulation. However, Maildir is preferable as a preservation
format because it stores each message as a separate text file; thus
any corruption to one or more text file would not cause an entire
directory of messages to be lost, which is a risk with a format
such as mbox.
The project team tested the use of a tool called OfflineImap [19]
to back up a test Zimbra email account to Maildir and converted
the Maildir backup to mbox using a freely available python script
[20]. Following these preliminary tests, the Zimbra backup of the
sample email account was restored to Zimbra and captured using
OfflineImap. The resulting Maildir backup was converted to
mbox files (Inbox, Sent and Eudora/out) which were imported
into an open-source email program called Evolution. The total
message count for each folder was found to be the same in
Evolution as it had been in Zimbra (71, 2544 and 7628
messages, respectively), and randomly sampled emails were
opened to ascertain that the conversion and import were
successful. Sample emails from the Zimbra and Maildir backups
were also compared to ensure that the significant characteristics
of the Zimbra version were captured in the Maildir version [21].
A critical component of the University's email preservation
strategy is management of access based on compliance with
Freedom of Information and Protection of Privacy legislation. In
any given user's account, some email messages must necessarily
be excluded from public access based on the presence of personal
information or other information which falls under exceptions to
disclosure under the Act. The University's archivists and FOIPPA
management personnel will need to be able to view email
messages, flag those with restrictions, and provide public access
to only those emails which are not restricted. Preliminary tests of
Muse have shown it to be capable of importing mbox files,
rendering the individual messages in a web browser, allowing
tagging of restricted messages, and exporting the remainder in
mbox format. We have noted that tagging one message as
restricted automatically tags the same email message in other
threads containing the same message.
Based on our analysis of pilot project email systems, email
management practices, and preservation formats and conversion
tools, we have summarized Archivematica requirements for
acquiring, preserving and providing access to email. Ideally,

email is acquired, per account, in Maildir format, for the
following reasons:


The Maildir directory structure is well-documented and
transparent;



Maildir is widely used and can be created and rendered
by a large number of software tools, both proprietary
and open-source;



OfflineIMAP is proving to be a useful tool for
capturing email accounts in maildir format. Acting as
an IMAP client, it can interact with a wide number of
mail server programs, avoiding the need to add support
for other mail server or email archive format
conversions.



The contents of a Maildir directory are plain text
messages which can be read easily in any text editor
(except for attachments);



The text-based messages are based on an open and
widely-used specification [22];



Because each message is saved individually, accidental
corruption or deletion of one or more messages would
not result in the entire Maildir backup becoming
unreadable (by comparison, corruption of a small
amount of data in an mbox file could render the entire
mbox file, with its multiple messages, unreadable);



Maildir is easily converted to mbox for access
purposes.

The archivists would submit the Maildir backup into
Archivematica, where it would be retained as the preservation
master in the AIP. Note that Maildir backups do not capture
calendars or contact lists. However, University Archives staff
have indicated that such records would probably not be
considered archival. The attachments would be extracted and
normalized to standard open formats for preservation purposes,
with links between messages and their normalized attachments
being managed through UUIDs and/or filename. Attachments
must be extracted and normalized because they pose a usability
risk as base 64 ascii encoded text. They will always need to be
rendered in a software program for human cognition of its
content. In other words, even though the user may be able to
open an email message in an email program he or she typically
has to open the attachment separately using a software program
that can render it.
For access, Archivematica will automatically generate a
Dissemination Information Package (DIP) containing mbox files
generated from the maildir preservation master. For an email
account that consisted of an inbox with subfolders plus draft and
sent items, the DIP would look something like this:
Inbox.mbox
Inbox.TravelCttee.mbox
Inbox.ExecCttee.mbox
Inbox.Workshops.mbox
Drafts.mbox
Sent.mbox

For most university and public repositories, provision of access
must necessarily incorporate access and restriction management
to comply with freedom of information, privacy and
confidentiality requirements. The only known open-source tool
that facilitates large-scale review and tagging of email account
contents is Muse. More testing will be required to determine
how usable and scalable the process of email tagging and
exporting is with this tool. However, it should be noted that
Muse is still in active development, and the Muse project team is
interested in continuing to develop and refine the tool for use by
libraries and archives. This bodes well for future feature
development informed by Archivematica community members.

7. FORMAT POLICY REGISTRY - FPR
The Archivematica project team has recognized the need for a
way to manage format conversion preservation plans, referred to
by the project as format policies, which will change as formats
and community standards evolve. A format policy indicates the
actions, tools and settings to apply to a particular file format. The
Format Policy Registry (FPR) will provide valuable online
statistics about default format policy adoption as well as
customizations amongst Archivematica users and will interface
with other online registries (such as PRONOM and UDFR) to
monitor and evaluate community-wide best practices. It will be
hosted at archivematica.org/fpr.
An early prototype has been developed by Heather Bowden, then
Carolina Digital Curation Doctoral Fellow at the School of
Information and Library Science in the University of North
Carolina at Chapel Hill (See Figure 3). A basic production
version implementing these concepts will be included in
upcoming releases. The FPR stores structured information about
normalization format policies for preservation and access. These
policies identify preferred preservation and access formats by
media type. The choice of access formats is based on the ubiquity
of viewers for the file format. Archivematica's preservation
formats are all open standards; additionally, the choice of
preservation format is based on community best practices,
availability of open-source normalization tools, and an analysis of
the significant characteristics for each media type. These default
format policies can all be changed or enhanced by individual
Archivematica implementers. Subscription to the FPR will allow
the Archivematica project to notify users when new or updated
preservation and access plans become available, allowing them
to make better decisions about normalization and migration
strategies for specific format types within their collections. It will
also allow them to trigger migration processes as new tools and
knowledge becomes available.
One of the other primary goals of the FPR is to aggregate
empirical information about institutional format policies to better
identify community best practices. The FPR will provide a
practical, community-based approach to OAIS preservation and
access planning, allowing the Archivematica community of users
to monitor and evaluate formats policies as they are adopted,
adapted and supplemented by real-world practioners. The FPR
APIs will be designed to share this information with the
Archivematica user base as well with other interested
communities and projects.
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